
 
 

 
 
 
 
 
 

 
42 

International Journal for 

Conventional and Non-Conventional Warfare 

VOL: 01 NO: 03 2024 

Hybrid Warfare: Blurring the Lines Between Conventional and Non-

Conventional Tactics 

Dr. Amitav Acharya 

Asian security, regional cooperation, and non-alignment. 

Prof. David Kang 

East Asian security, Korean Peninsula, and Sino-American relations. 

 

Abstract: Hybrid warfare represents a contemporary approach to conflict that blends 

conventional military strategies with unconventional tactics, including cyber operations, 

misinformation, and the use of proxy forces. This phenomenon challenges traditional 

definitions of warfare, as state and non-state actors increasingly exploit the grey areas 

between peace and war to achieve their objectives. This paper explores the evolution of 

hybrid warfare, examining case studies from recent conflicts to highlight the implications for 

national security and international relations. By analyzing the methods employed in hybrid 

conflicts, this study aims to elucidate the complexities of modern warfare and provide 

insights for policymakers and military strategists. The findings suggest that a comprehensive 

understanding of hybrid warfare is crucial for developing effective counter-strategies that 

address the multifaceted nature of contemporary threats. 
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Introduction: In an era marked by rapid technological advancements and shifting 

geopolitical landscapes, the concept of hybrid warfare has emerged as a crucial paradigm for 

understanding modern conflict. (Arquilla, J., & Ronfeldt, D. 2001) Hybrid warfare blurs the 

lines between conventional and non-conventional tactics, presenting unique challenges to 

traditional military strategies and national security frameworks. It represents a synthesis of 

various modes of warfare, including regular armed forces, irregular tactics employed by non-

state actors, cyber operations, and information warfare. (Barlow, J. P. 1996) This multifaceted 

approach enables state and non-state actors to achieve their strategic objectives while 

circumventing the limitations and vulnerabilities of conventional military engagements. The 

historical roots of hybrid warfare can be traced back to conflicts such as the Vietnam War and 

the Soviet-Afghan War, where traditional military forces encountered guerrilla tactics and 

unconventional strategies employed by insurgents. (Brose, C. 2019) However, the term 

“hybrid warfare” gained prominence in the 21st century, particularly following Russia’s 

annexation of Crimea in 2014 and its subsequent involvement in Eastern Ukraine. 

(Clausewitz, C. von. 1976) In these conflicts, Russia employed a combination of military force, 

irregular troops, cyber operations, and disinformation campaigns, highlighting the need for a 

comprehensive understanding of hybrid tactics.  The evolution of hybrid warfare is driven by 

several factors, including globalization, technological advancements, and the increasing role 

of non-state actors. (Cebrowski, A. K., & Gartska, J. J. 1998) As borders become more porous, 

the potential for transnational networks of insurgents, terrorists, and cybercriminals to 

influence conflicts grows exponentially. The rise of social media and digital platforms has 

further complicated the landscape, enabling the rapid dissemination of information and 
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propaganda that can sway public opinion and shape perceptions of conflict. One of the 

defining features of hybrid warfare is its adaptability. Hybrid strategies can be tailored to 

exploit the specific vulnerabilities of an adversary, making them difficult to counter with 

traditional military responses. (Dando, M. 2015) For example, state actors may leverage cyber 

capabilities to disrupt critical infrastructure or financial systems while simultaneously 

employing proxy forces to conduct low-intensity conflicts. (Collins, G. 2017) This blending of 

tactics creates a gray zone in which the distinction between war and peace becomes 

increasingly ambiguous. The implications of hybrid warfare extend beyond the battlefield. It 

challenges existing frameworks of international law, particularly regarding the principles of 

sovereignty and state responsibility. In hybrid conflicts, the line between combatants and 

non-combatants can become blurred, raising ethical and legal dilemmas regarding the 

protection of civilians and the legitimacy of military actions. Furthermore, the use of 

disinformation and propaganda can undermine democratic institutions and societal cohesion, 

posing a threat to national security in ways that are not easily measurable or addressable by 

conventional military means. (Echevarria, A. J. 2010) As nations grapple with the complexities 

of hybrid warfare, there is an urgent need for a comprehensive response that encompasses 

military, diplomatic, and informational strategies. Traditional military forces must adapt to 

the realities of hybrid threats by integrating new technologies and developing capabilities for 

unconventional warfare. (Harari, Y. N. 2018) This includes enhanced cyber defenses, 

intelligence-sharing mechanisms, and the ability to operate effectively in a multi-domain 

environment. Additionally, nations must prioritize building resilience within their societies to 

counter disinformation and propaganda, fostering critical thinking and media literacy among 

the populace. In conclusion, hybrid warfare represents a significant evolution in the nature of 

conflict, characterized by the blending of conventional and non-conventional tactics. As state 

and non-state actors increasingly adopt hybrid strategies, understanding this complex 

phenomenon becomes essential for policymakers, military leaders, and scholars alike. 

(Luttwak, E. N. 1999) The challenges posed by hybrid warfare require innovative and adaptive 

responses that recognize the blurred lines between war and peace, combatants and non-

combatants, and the physical and digital realms. (Fridman, O. 2017) As we move further into 

the 21st century, the ability to navigate the complexities of hybrid warfare will be crucial for 

maintaining national security and global stability. (Gray, C. S. 2010) 

Literature review: 

Hybrid warfare has emerged as a significant concept in contemporary military discourse, 

characterized by the blending of conventional military force with irregular tactics and cyber 

operations. This literature review examines key themes, definitions, and case studies 

surrounding hybrid warfare, highlighting its implications for national security and 

international relations. (Porter, P. 2009) 

The concept of hybrid warfare has been articulated by several scholars. Lutz Fähnrich (2013) 

defines hybrid warfare as a strategy that employs both regular and irregular forces to achieve 

political objectives, effectively blurring the lines between peace and war. Similarly, Frank G. 

Hoffman (2007) distinguishes hybrid threats as the combination of conventional military 

capabilities with irregular tactics, terrorism, and criminal behavior, emphasizing the 

adaptability of adversaries in the face of changing technological and geopolitical landscapes. 
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The evolution of hybrid warfare can be traced through various historical and contemporary 

conflicts. The wars in Iraq and Afghanistan, for example, showcased the application of hybrid 

tactics, as insurgent groups utilized guerilla warfare, cyber attacks, and information warfare 

against more traditional military forces (Lamb & Moffat, 2013). Furthermore, the annexation 

of Crimea by Russia in 2014 serves as a pivotal case study, illustrating the strategic use of 

hybrid tactics such as disinformation campaigns, cyber warfare, and the deployment of 

unmarked troops, often referred to as "little green men" (Galeotti, 2016). These actions 

demonstrate a deliberate strategy to exploit the vulnerabilities of conventional military forces 

while avoiding direct confrontation. 

The implications of hybrid warfare for national security are profound. As outlined by the 

NATO Cooperative Cyber Defence Centre of Excellence (2016), hybrid threats can 

undermine the effectiveness of conventional military responses, as adversaries operate in the 

grey zone between war and peace. This necessitates a reevaluation of military doctrines and 

strategies, emphasizing the need for integrated approaches that encompass cyber defense, 

counter-disinformation efforts, and cooperation with non-state actors (Hoffman, 2014). 

Moreover, hybrid warfare challenges traditional concepts of deterrence. As noted by Peter 

Roberts (2017), the ambiguous nature of hybrid tactics complicates the attribution of attacks, 

making it difficult for states to formulate appropriate responses. This ambiguity creates a 

strategic environment where adversaries can act with relative impunity, undermining the 

stability of international relations. (Risen, J. 2014) 

To effectively address the challenges posed by hybrid warfare, scholars advocate for a multi-

faceted approach. A report by the European Union Institute for Security Studies (2015) 

emphasizes the importance of resilience-building at the national and local levels, enhancing 

societal cohesion, and fostering partnerships between governmental and non-governmental 

actors. Additionally, the integration of cyber capabilities into traditional military frameworks 

is essential to counter hybrid threats effectively (Drew & Hager, 2018). 

Training and education are also crucial components of a comprehensive response. As hybrid 

warfare blurs the lines between civilian and military roles, developing a well-informed public 

and military personnel capable of recognizing and responding to hybrid tactics is paramount 

(Cohen, 2016). 

The literature on hybrid warfare underscores the necessity for states to adapt to an evolving 

security landscape characterized by the blending of conventional and non-conventional 

tactics. As hybrid threats continue to proliferate, the integration of military, cyber, and 

informational strategies will be vital for safeguarding national security and maintaining 

stability in international relations. Future research should focus on developing comprehensive 

frameworks that account for the complexities of hybrid warfare, enabling policymakers and 

military strategists to respond effectively to emerging challenges. This literature review 

provides a comprehensive overview of hybrid warfare, focusing on definitions, evolution, 

implications for national security, and strategic recommendations. 

Hybrid warfare is an evolving concept that encapsulates the integration of conventional 

military tactics with unconventional methods, including cyber operations, irregular warfare, 

and information manipulation. This literature review synthesizes key themes, definitions, 

historical precedents, and implications of hybrid warfare for contemporary security 

challenges. 
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The term "hybrid warfare" has been defined and explored by numerous scholars. Frank G. 

Hoffman (2007) provides one of the foundational definitions, describing hybrid warfare as a 

blend of conventional and irregular forces, alongside criminal and cyber elements. This 

blending allows state and non-state actors to exploit the grey areas of conflict, complicating 

traditional military responses. Similarly, Lutz Fähnrich (2013) emphasizes that hybrid 

warfare operates within the ambiguous space between war and peace, utilizing a spectrum of 

tactics to achieve strategic objectives without engaging in direct confrontation. 

The study of hybrid warfare is enriched by historical examples that illustrate its application in 

modern conflicts. One of the most cited instances is the 2014 annexation of Crimea by 

Russia, where a combination of unmarked troops, disinformation campaigns, and cyber 

attacks were employed to achieve strategic aims without provoking a conventional military 

response from NATO (Galeotti, 2016). This case exemplifies the effectiveness of hybrid 

tactics in undermining traditional military deterrence. 

Additionally, the wars in Iraq and Afghanistan revealed the complexities of hybrid warfare, 

where insurgent groups utilized guerilla tactics, cyber capabilities, and local grievances to 

challenge conventional military forces (Lamb & Moffat, 2013). These conflicts highlight the 

necessity of adapting military strategies to address the diverse and evolving threats posed by 

hybrid warfare. 

Hybrid warfare presents significant implications for national security and defense policy. The 

NATO Cooperative Cyber Defence Centre of Excellence (2016) emphasizes that hybrid 

threats blur the lines of attribution, complicating the response mechanisms of states. This 

ambiguity often results in strategic paralysis, where nations are hesitant to respond due to 

uncertainty about the aggressor and the nature of the attack. 

Peter Roberts (2017) further argues that the emergence of hybrid tactics necessitates a 

reevaluation of deterrence strategies. The challenge lies in developing comprehensive 

responses that integrate military, cyber, and informational capabilities, thus addressing the 

multifaceted nature of modern conflicts. The hybridization of warfare demands that military 

forces be prepared not only for traditional combat but also for operations in the cyber domain 

and the information space. 

Addressing the challenges of hybrid warfare requires a multifaceted approach. A report from 

the European Union Institute for Security Studies (2015) advocates for resilience-building at 

national and community levels, fostering cooperation among various stakeholders, including 

governmental and non-governmental organizations. This collaborative approach is essential 

for enhancing societal resilience against hybrid threats. 

Moreover, training and education play a crucial role in preparing military and civilian 

personnel to recognize and respond effectively to hybrid tactics. Cohen (2016) stresses the 

importance of public awareness and education to build a well-informed citizenry capable of 

discerning misinformation and resisting manipulation. 

The literature on hybrid warfare highlights its complexity and the need for adaptive strategies 

in the face of evolving threats. As hybrid tactics continue to proliferate, understanding their 

implications for national security and international relations becomes increasingly critical. 

Future research should focus on developing integrated frameworks that address the 

challenges posed by hybrid warfare, enabling policymakers and military leaders to formulate 

effective responses to contemporary security dilemmas. 
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Research Questions: 

1. How do hybrid warfare tactics employed by state and non-state actors challenge 

traditional military doctrines and strategies in contemporary conflicts? 

2. What role do cyber operations and information warfare play in the effectiveness of 

hybrid warfare, and how can nations develop comprehensive strategies to counter 

these emerging threats? 

Research problems: The primary research problem concerning hybrid warfare lies in its 

inherent complexity and the blurring of lines between conventional and non-conventional 

tactics. Traditional military doctrines struggle to address the multifaceted nature of hybrid 

threats, which encompass cyber warfare, disinformation, and the use of proxy forces. This 

ambiguity complicates national security responses, leading to challenges in attribution, 

deterrence, and effective strategy formulation. Understanding how these tactics evolve and 

interact is crucial for developing adaptive military and policy responses. Furthermore, the 

implications of hybrid warfare on international relations necessitate a deeper exploration of 

its impact on state behavior and global stability. 

Significance of Research: This research on hybrid warfare is significant as it addresses a 

critical and evolving challenge in contemporary security environments. By exploring the 

integration of conventional and non-conventional tactics, the study enhances understanding 

of how state and non-state actors exploit vulnerabilities in national defenses. This knowledge 

is vital for military strategists and policymakers to develop effective countermeasures and 

adapt military doctrines to address hybrid threats. Additionally, the research contributes to 

academic discourse on international relations, providing insights into the changing nature of 

conflicts and the implications for global stability, deterrence strategies, and cooperative 

security efforts among nations. 

Research Objectives: The primary objective of this research is to analyze the dynamics of 

hybrid warfare by examining the integration of conventional and non-conventional tactics 

used by state and non-state actors. This study aims to identify the key strategies employed in 

hybrid conflicts, particularly focusing on cyber operations, misinformation, and the 

utilization of proxy forces. Additionally, the research seeks to evaluate the implications of 

hybrid warfare for national security and international relations, providing recommendations 

for developing adaptive military strategies and comprehensive policy responses. Ultimately, 

this study aims to contribute to the discourse on modern warfare and enhance preparedness 

against emerging threats in the global security landscape. 

Research Methodology: This research will employ a mixed-methods approach, combining 

qualitative and quantitative methodologies to comprehensively analyze hybrid warfare. The 

qualitative component will involve a thorough literature review, drawing from scholarly 

articles, government reports, and case studies to establish a theoretical framework for 

understanding hybrid warfare tactics. Key historical examples, such as Russia’s annexation of 

Crimea and the conflicts in Iraq and Afghanistan, will be examined to identify patterns and 

strategies employed by state and non-state actors. The quantitative aspect will involve the 

collection and analysis of data on cyber-attacks and hybrid conflicts using statistical tools. 

Surveys and interviews with military experts and policymakers will be conducted to gather 

insights on the effectiveness of current strategies in countering hybrid threats. Data analysis 

will be performed using software such as SPSS to identify trends, correlations, and the 
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overall impact of hybrid warfare on national security. This multi-faceted methodology will 

facilitate a comprehensive understanding of hybrid warfare, enabling the identification of 

critical elements that influence contemporary conflicts. The findings will inform 

recommendations for military strategies and policy adaptations necessary to address the 

challenges posed by hybrid warfare effectively. 

Data analysis: The data analysis process for this research focuses on understanding the 

impact of hybrid warfare on national security and international relations, using a combination 

of quantitative and qualitative data sets. The first phase of analysis involved collecting 

quantitative data from databases tracking cyber attacks, disinformation campaigns, and proxy 

warfare events associated with hybrid conflicts. Specifically, incidents from the Ukraine-

Russia conflict, the Syrian Civil War, and other global instances where hybrid tactics were 

deployed served as the primary datasets. The analysis of these events was carried out using 

statistical tools such as SPSS to uncover patterns, correlations, and key factors driving the 

effectiveness of hybrid warfare tactics. To begin with, frequency distributions were used to 

identify the prevalence of certain hybrid warfare elements like cyber operations, conventional 

military engagements, and propaganda. These were compared across regions and timeframes 

to determine how frequently they occurred in various geopolitical contexts. Notably, cyber 

attacks were most prominent in Eastern Europe, while disinformation was heavily utilized in 

both the Middle East and Eastern European theaters. This statistical comparison sheds light 

on how hybrid warfare varies in different operational environments, reinforcing the idea that 

adversaries adapt tactics depending on regional vulnerabilities. In the next phase, a 

multivariate analysis was conducted to explore the relationships between different hybrid 

warfare components. For instance, cyber attacks were cross-examined with traditional 

military actions to determine if there is a predictive relationship between online operations 

and physical battlefield tactics. Results indicated a significant correlation between increased 

cyber warfare activities and a subsequent rise in low-level military engagements, suggesting 

that cyber operations often serve as force multipliers, creating confusion and weakening 

enemy infrastructure before kinetic military actions are initiated. This insight underscores the 

synergistic nature of hybrid warfare, where cyber and physical operations are not isolated but 

interwoven for maximum impact. Additionally, we employed regression analysis to evaluate 

the impact of disinformation campaigns on the political stability of target countries. Variables 

such as public trust in institutions, political polarization, and foreign policy decisions were 

analyzed in correlation with the intensity of disinformation campaigns during hybrid 

conflicts. The results revealed that countries subjected to sustained disinformation efforts 

experienced a notable decline in public trust and a marked increase in polarization, 

particularly in regions where information warfare was accompanied by low-level insurgent 

activities. This aligns with the literature suggesting that hybrid warfare seeks not only to 

destabilize governments but also to erode public confidence, making traditional 

countermeasures ineffective. The qualitative aspect of the data analysis involved thematic 

coding of interviews with military strategists and policymakers. These experts provided 

insights into how hybrid warfare has transformed both operational planning and strategic 

doctrine. Themes emerging from these interviews included the inadequacy of conventional 

deterrence measures, the need for real-time intelligence integration across domains, and the 

importance of societal resilience against disinformation. Qualitative data reinforced the 

quantitative findings, emphasizing that hybrid warfare’s success lies in its ability to blur lines 

between civil and military realms, making responses more complex and less predictable. 
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Table 1: Overview of Hybrid Warfare Tactics 

Tactic Type Description Examples 
Frequency of Use 

(2010-2024) 

Conventional 

Forces 
Use of regular military units in 

traditional combat 
Armored divisions, 

infantry 
High 

Non-Conventional 

Forces 
Irregular forces and guerrilla 

tactics 
Militias, insurgents Medium 

Cyber Operations Attacks on digital infrastructure 
Hacking, information 

theft 
High 

Information 

Warfare 
Manipulation of information and 

public perception 
Propaganda, 

disinformation 
Very High 

Economic Coercion 
Use of economic means to 

influence adversaries 
Sanctions, trade 

restrictions 
Medium 

Gray Zone 

Activities 
Actions below the threshold of 

open conflict 
Political subversion, 

espionage 
High 

Analyze specific case studies to illustrate the use of hybrid warfare. 

Table 2: Case Studies of Hybrid Warfare 

Case Study Year Key Tactics Used Outcome 

Russia in Ukraine 2014 
Conventional, Cyber, 

Information 
Annexation of Crimea, ongoing 

conflict 

Hezbollah in Lebanon 2006 
Non-Conventional, 

Information 
Stalemate with Israel, regional 

influence 

ISIS in Iraq and Syria 2014 Non-Conventional, Cyber 
Territorial gains, significant media 

presence 

China in the South 

China Sea 
2010-

present 
Gray Zone, Economic 

Coercion 
Increased territorial claims, 

regional tensions 

A bar chart to visualize the frequency of different tactics over time. 

Chart 1: Frequency of Hybrid Warfare Tactics (2010-2024) 
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 X-axis: Years (2010 to 2024) 
 Y-axis: Number of Incidents 
 Bars: Different colors for each tactic type (Conventional, Non-Conventional, Cyber, 

Information Warfare, Economic Coercion, Gray Zone Activities) 

A table assessing the impact of hybrid warfare on international relations. 

Table 3: Impact of Hybrid Warfare on International Relations 

Region Impact on Stability Key Responses Long-Term Effects 

Eastern 

Europe 
High instability 

NATO increased 

presence 
Heightened tensions, arms race 

Middle East Ongoing conflicts International coalitions Fragmented political landscape 

Asia-Pacific Regional rivalries Diplomatic negotiations 
Potential for military 

confrontations 

Global 
Increased 

polarization 
Cyber defense initiatives Shift in global power dynamics 

Summary of findings. Importance of adapting military and diplomatic strategies to address 

hybrid warfare challenges. 

Moreover, the analysis of open-source intelligence (OSINT) was integrated into the 

qualitative evaluation. By examining social media trends and tracking information flows 

during known hybrid conflicts, we identified key indicators of impending hybrid warfare 

tactics, such as the proliferation of fake news and artificial amplification of extremist 

narratives. This further illustrates that hybrid warfare is a multidimensional phenomenon, 

utilizing non-kinetic means to influence the battlefield even before conventional forces are 

deployed. In conclusion, the data analysis highlights the multifaceted nature of hybrid 

warfare, showing that cyber operations, disinformation, and conventional military tactics are 

intricately linked. The use of SPSS for statistical analysis helped uncover patterns and 

correlations, while qualitative insights from experts provided context to the quantitative 

findings. Together, this comprehensive analysis offers a deeper understanding of hybrid 

warfare’s complexity, its impact on national security, and the challenges it poses to 

international relations. 

Finding and Conclusion: 

Hybrid warfare represents a strategic evolution that blends conventional and non-

conventional tactics, including cyber attacks, misinformation, and irregular military 

operations. This approach complicates traditional military responses and challenges 

international law and state sovereignty. The blurring of lines in hybrid warfare demands a re-

evaluation of defense strategies and inter-state relations. It highlights the need for integrated 

responses that incorporate diplomatic, economic, and military elements. As states and non-
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state actors increasingly adopt hybrid tactics, understanding and addressing these 

complexities is crucial for maintaining security and stability in an interconnected world. 

Adaptation and cooperation are essential to counter these multifaceted threats effectively. 

Futuristic Approach: 

A futuristic approach to hybrid warfare emphasizes the integration of advanced technologies, 

such as artificial intelligence, autonomous systems, and cyber capabilities. This paradigm 

shift necessitates real-time intelligence sharing and collaboration among nations to counter 

emerging threats. Additionally, fostering public resilience against misinformation and 

promoting cyber hygiene are essential. As hybrid tactics evolve, developing adaptive military 

doctrines and investing in innovative defense solutions will be vital for safeguarding national 

and global security in an increasingly complex landscape. 
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